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1. Introduction

1.1  Overview

This document describes information on the usage of the system
from the user point of view.

It explains about the different user account and their privileges, t
he options for exporting the result as CSV file, using the different
reports and analysis pages, searching and filtering the results.

2. System Overview

2.1  About the System

NG Trace i1s a corporate security which is capable of monitoring
the network traffic and taking action on the occurrence of suspi
cious or potentially dangerous events.

NG Trace as any modern security system is with flexible, multil
ayered and easily configurable architecture and software design.
It has intuitive user-friendly interface and lots of functionalities.
It can apply both set of predefined rules following suspicious us
ers' behavior and it can accept new targets of interest defined by
newly inserted rule sets.

2.2 Feature

<

Capturing network traffic, transferring it to readable look and
connecting of communication sessions.

Saving the decoded traffic into database.

Indexing of the decoded traffic into database.

Exporting the data of database.

Archiving of the database on hardware device.

Sending e-mails in case of the emerging of difference event.

AN N NI NI

2.3 System Requirement

OS : Cent OS 5.3 recommended.



The system’s components run on Intel based, GNU / Linux com
patible server machines, equipped with at least one network card,
a CD / DVD drive, enough hard-disk space and RAM.

If all the system’s components are deployed on a single server;
Dual Core 2.4GHz Pentium CPU,

4GB RAM system memory,

80GB available disk space or more

100Mbit/s Network card or more

3. User Management

3.1 User Log In

User with user account enters Username and Password to log in.

NG TRACE""

Enterprise Security System

Username

LOGIN Remember me [l

Figure 1. User Log In



3.2 User Management

User management section provides functionalities such as adding and deleting of

user, displaying and modifying user’s information.

NG TRACE®™

Enterprise Security System SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

List Users

ADD m 10 Per Page < [l Show All Roles -

Login ID Full Name l Email l Loginl Roles \ Receive Rpt ‘ Host Groups

ngadmin Administrator NGTrace ngadmin@example.com logon Administer NGTrace false

09 NGTraceManager. All Rights Res
NG Trace v1.0 b100 Rails 2.3.2 Env production

Figure 2. User Management Tab

User information contains user login ID, user name, e-mail address, phone nu
mber, registered date, modified date, option whether or not to receive notify i
nformation from notifier, login status, login date/time, user role, manageable
host groups, description and etc.
« [ADD]:
Register new user.

Enter user information of new user.

Login ID and e-mail address should not be same as the ones of already

registered users.

Symbol “*” indicates mandatory fields. If mandatory field is left blank, user

registration is not processed.



If user role “Administer NG Trace” is selected, other user role options
become disabled. “Groups” item becomes activated only if user role “Group
Part Admin” or “Group Part Viewer” is selected.

L3 ngaamn Logout

NG TRACE™®

Enterprise Security System

SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

New User

LISTALL USERS

Iz2mame

Emal

RArtillame

Last llame

Phone lumber

Report Recetver NO

Fazzword

Confirm Pazzword

Dezenption

Foles [0 admnzericTmce
[0 amiyaz ddmmstitor
Arnlyaz iewer
D Syztem Admiriztiato r
[0 svemewer
[0 rertdmnznes:
[0 reertiever
D Group PartAdmin
[0 Gow Partiiever

Groups(This user can manage host groups as below)

gowpl
gowp2

=3
Figure 3. Add User

. [SHOW]

We can view selected User’s information.

User’s Information includes the Login ID, Name, Email Addre
ss, phone number, creation date/time, update date/time, Logon
Status, Roles, Host Groups, and Description.

“Create at” indicates created time and “Update at” represents u
pdated time.

Logon Status shows login state if user is login.



Roles field shows privilege of user.

NG TRACE®*

Enterprise Security System SYSTEM ADMINISTRATION

n ngadmin Logout

REPORT AND AHALYSIS

USERS . .
Show User Information Of Ngadmin

Users

Roles { LIST ALL USERS

Login ID:

Name :

Email Address :
Phone Number :
Created at :
Updated at :
Report Receiver :
Logon Status :
Logon Time :

Roles :

Description

ngadmin

Administrator NGTrace
ngadmin@example.com
0415235634433
2009-08-15 02:42:38 UTC
2009-11-20 18:00:50 UTC
true

Logon

2009-11-20 18:00:50 UTC

Administer NGTrace

default admininstrator

Figure 4. Show User Information

- [EDIT]

You can edit information and password of registered user here.

If user role “Administer NG Trace” is selected, other user role options become

disabled. “Groups” item becomes activated only if user role “Group Part

Admin” or “Group Part Viewer” is selected.



B ngadmin Logout

NG TRACE"™

Enterprise Security System

SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

Edit User Ngadmin'

LISTALL USERS CHANGE PASSWORD

1z2mame naadmin

Emal nqadmin@example.com

Rzt llame Administrator

ezt llame NGTrace

Phone llumber 0415235634433

Report Recetver

Dezonption default admininstrator
Foles Admmztar IGTince

Arwlyaz Admnistator
Arnlyaz Aewer
System Admnztiator
System Viewer
VzarAdmnstiator
Pzariewer

Group Part Admin

Grouwp Part\iewer

Groups(This user can manage host groups as below)

gowpl
growp 2

Figure 5. Edit User

To change the Password, input new Password and Confirm Pas
sword, press [SAVE].



NG TRACE®*®

Enterprise Security System

SYSTEM ADMINISTRATION REPORT AND ANALYSIS

USERS

Set New Password

Users

Roles LISTALLUSERS | EDIT USER

Password

Confirm Password

B ngadmin Logout

2009 NGTraceManager. All Rights Reserve

Figure 6. Set New Password

« [DELETE]
You can delete selected User from user list.

3.3  User Privilege

NG Trace Management Console provides several user privileges such as Adm
inister NGTrace, Analysis Administrator, Analysis Viewer, System Administrat
or, System, Viewer, User Administrator, User Viewer, Group Part Admin and
Group Part Viewer.
*  Administer NG Trace

The user of an account with Administer NG Trace privilege has all

privilege of NG Trace System.

That is, can manage all information within SYSTEM ADMINISTRATION

page and REPORT AND ANALYSIS page and USER MANAGEMENT.

*  Analysis Administrator

10



The user with this privilege has access to all functionalities of REPORT
AND ANALYSIS page.
Analysis Viewer
The user with this privilege can only view information of REPORT AND
ANALYSIS page.
System Administrator
The user with this privilege has access to all functionalities of SYSTEM
ADMINISTRATION page.
System viewer
The user with this privilege can only view information of SYSTEM
ADMINISTRATION page.
User Administrator
The user with this privilege has access to all functionalities of USER
MANAGEMENT page.
User Viewer
The user with this privilege can only view information of USER
MANAGEMENT page.
Group Part Admin

Group Part Viewer

4. Report and Analysis

4.1
4.1.1

Logs and Audits

Whole

Show list of stored Logs and audits in selected DB.

11



u ngadmin Logout

NG TRACE®™

Enterprise Security System

SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

LOGS &ND AUDITS >
Whole Log List Of STOREDDB
2009-11-1300:00  [EY |l All Types < B Al Target = M Enter hostip arname (Ml 10 Per Page =
E-mail
Date-Time | Source ‘ Destination ’ Type | Protocol‘ Rule | Info
M
20091117 09:21:24 1861721124 224002 ICMP 1P Sudt
Router soliciation:... view more
HTTP
y 20091118 12:06:40 19246811 192168788 IcMP IcMP it
File Transfer Echa (ping) request: view more
2009-11-181206:40 192168177 19216811 ICMP ICHP At
SEARCH Redirect: Redirect f view more
Search 2009-11-18 120640 19246811 192168788 IcMP 1P Audt
Echo (ping) request view more
2008-11-1812:06:39  192168.7 88 19246811 ICMP ICMP Aucdt
DATABASE Echo (ping) reply: N. view more
Select Datahase 2009-11-1812:06:39  192.168.7.88 19216811 ICMP 1P Sudit
Echo (ping) reply: N view more
EXPORT 2009-11-18 120639 19216811 192.168.7.88 ICMP IChP Sudt
Echo (ping) request view more
Exnoitadilables, 2009-11-181206:38 19246811 192188788 IcMP cMp Audt
Echo (ping) request: view more
2009-11-181206:38  192168.7.88 19216811 IcMP 1P Sudt
Echo (ping) reply: N... view more
2009-11-1812:06:38  192168.7.98 19216811 IcMP ICMP Audt
Echo (ping) reply: N... view more
Displaying 1 - 10 of 9704 K¢pPage, 1  oftg7t >3

®2008-2009 NGTraceManager. All

NG Trace v1.0 b100 Rails 2.3.2 Er

Figure 7. Whole Log List

The following information displays contents of recorded whole log.

Date — Time: Captured time.

Source: IP Address of Source.

Destination: [P Address of Destination.

Type: Type of communication protocol.

Protocol: Type of sub protocol.

Rule: Target information.

Info: Summarize information of carried contents.

[view more]: Can see detail information of carried contents.

User can filter Whole Log List by Date-Time, Protocol, Target, Host,
and Page.

2008-11-1300:00  [EY I All Types + WAl Target = B Enter hostip or name

Figure 8. Result Filter of Whole Log List

Date — Time Filter

12



AMANAa 11 12 AA-AN
2009-11-13 00:00

feend

Figure 9. Date — Time Filter

Filter whole Log List by date — time.

It shows all logs recorded since specified date/time to current
date/time.

- Type filter
| All Types

all Types

=4
c

ICMP

I

P

-Mail

1

natio

1

HTTP

File Transfer 1103

Figure 10. Protocol Filter

It allows filtering whole Log List by Protocol.
It shows searched result by selected protocol.
For example, if selected E-mail protocol, user can see only E-
mail communication log.
- Target Filter

Figure 11. Target Filter

It allows filtering Whole Log List by Target.
It shows searched result by selected target.

For example, if “Log” is selected, user can see only logs.
- Host Filter

13



4.1.2

Figure 12. Host Filter

Allow filtering Whole Log List by name or address of host.

It shows searched result by selected host.

For example, if you enter 192.168.1.103, logs and audits containing
192.168.1.103 as its source or target IP address are filtered.

Or you can specify host name “powercom” instead of its [P address.
Page Filter

Figure 13. Page Filter

Filter Whole Log List by Page.

User can see only log as much as selected number.

For example, if selected 10 per Page, you can see 10 logs in
one page.

ICMP

Show list of stored ICMP Communication Logs in selected DB.

14



B ngadmin Logout

NG TRACE®*®

Enterprise Security System

SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

LOGS AND AUDITS

Whole

icMp

E-mail

HTTP

File Transfer

SEARCH

Search

DATABASE

Select Database

EXPORT

Exported Tables

ICMP Log List Of STOREDDB
EXPORT 2009-11-1300:00  [E3 |l Enter hostip or name [l 10 Per Page
Date-Time Source ' Destination | Message Type | Message Code | S_iZE
2009-11-1919:10:59 19216811 192168.1.77 0: Echo (ping) reply 0: Mo code 56
2009-11-1919:10:59 192168.1.77 19216811 &: Echo (ping) 0: No code 56
request
2008-11-1919:10:58 19216811 192168177 0: Echo (ping) reply 0: No code 56
2009-11-1919:10:58 192168177 19216811 8: Echo (ping) 0: Mo code 56
request
2009-11-1919:10:57 192188177 19216811 8: Echo (ping) 0: No code 56
regquest
2009-11-1819:10:57 19216811 192168177 0: Echo (ping) reply 0: No code 56
2009-11-1919:10:56 19216811 192168177 0: Echo (ping) reply 0: No code 56
2009-11-1919:10:56 192168177 19216811 8: Echo (ping) 0: No code 56
request
2008-11-1919:10:55 182168177 19216811 8: Echo (ping) 0: No code 56
request
2009-11-1919:10:55 192.168.1.1 192.168.1.77 0: Echo (ping) reply 0: No code 56
Displaying 1 - 10 of 9206 K<page 1 of 921 > M

Figure 14. ICMP Log List

The following information indicates contents of recorded ICMP log.
- Date — Time: Captured time.

- Source: IP Address of Source.

- Destination: IP Address of Destination.

- Message Type: ICMP message type.

- Message Code: Message code information.
- Size: ICMP packet length.

Can filter ICMP Log List by Date-Time, Host, Page.

200911130000 G 10 Per Page

[EXPORT]

Figure 15. Result Filter of ICMP Log

Export the ICMP Log as CSV file.

15



When receiving the following message, click OK, then ICMP Log
is exported as CSV file.

Microsoft Internet Explorer

\ ? ) Are you sure you want to export the filtered result ?

[ OK ][ Cancel ]

Figure 16. Export message.

« [DETAIL]
View detailed information of ICMP Log.

B  noadmin Logout
®©
NG TRACE

Enterprise Security System

SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

LOGS AND AUDITS >
ICMP Detail
Whole
ICMP BACK
E-mail
Classifi Contents

M

Date-Time: 2008-11-1919:10:59
HTTP

Source Address: 18216811
File Transfer

Destination Address: 182168177
ARG Type: 0: Echo (ping) reply
Search

Code: 0: Mo code

DATABASE Size: 56
Select Datahase Information: Echo (ping) reply: No code
EXPORT
Exported Tables

Figure 17. ICMP Detail

4.1.3 E-mail
Display list of stored E-mail Communication Logs in selected DB.

16



B  ngadmin Logout

NG TRACE®*®

Enterprise Security System

SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

LOGS AND AUDITS

E-mail Log List Of STOREDDB

Whole
ICMP EXPORT
E-mail 0
Date-Tlme Source Destinat_inn| PYUtDOO' SLI‘b]‘GCt | sender ‘ [ECGiVe[ I Att_achs
2009-11-18 192168177 192.168.1.88 pop3 HHEHMHLHH root pak@mail kce.com
HTTP 16:43:30 %
File Transfer 2009-11-18 192168177 192.168.1.88 smtp HHAMHLIH root pak@mail ke .com
16:43:25 2.
SEARCH 2009-11-18 1921681.77 192.168.1.88 smtp fiklcstia; flkajcll; root paki@mail kcc.com
16:41:28
Search
2009-11-18 1921681.77 192.168.1.88 smtp test mail (pop3) root paki@mail kcc.com
16:38:15
DATABASE
2009-11-18 1921681.77 192.168.1.88 imap welcome test root pak@mail kcc.com
Select Datahase 16:27:09 mail
2009-11-18 1921681.77 192168.1.88 smtp welcome test root paki@mail kcc.com
EXPORT 16:26:40 mail
Exported Tables 2009-11-18 192168177 192188188 imap 123345 pak vi@mail ke com
16:24:45
2008-11-18 192168177 192.168.1.88 smtp 123345 pak ri@mail kec.com
16:24:08

19 NGTraceManager
NG Trace v1.0 b100 Rails 2

Figure 18. E-mail Log List

The following information indicates contents of recorded E-mail log.
- Date — Time: Captured time.
- Source: IP Address of Source.
- Destination: [P Address of Destination.
- Protocol: Type of E-mail.
- Subject: E-mail’s subject.
- Sender: E-mail Sender.
- Receiver: E-mail Receiver.
- Attaches: Attached files.

Filter E-mail Log List by Date-Time, Host, and Page.

200911130000 (53 10 Per Page

Figure 19. Result Filter of E-mail Log

17



[EXPORT]

Export the E-mail Log as CSV file.

When receiving the following message, click OK, then ICMP Log
is exported as CSV file.

[ OK ][ Cancel ]

Figure 20. Export message.

[DETAIL]
View detailed information of E-mail Log.

B  ngadmin Logout

NG TRACE®™

Bittsrpeivs Security Syvtim SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

LOGS AND AUDITS : :
E-mail Detail

Whole
ICMP BACK
Eatupil O | :teTime: 2008-11-18 16:26:40
M Source Address:  192.168.1.77

Destination Address:192.168.1.88
HITR From: root <ri@mail.kec.com=
File Transfer To: paki@mail.kee.com

Subject: welcome test mail

Aftachs 2files
SEARCH test_soap_server.rh install.log
Search pongpang test mail ...... computer numeric contral
DATABASE
Select Database
EXPORT
Exported Tables

NGTraceMana

race v1.0 b100 Rz

Figure 21. E-mail Detail.

18




414 IM

Display list of stored IM Communication Logs in selected DB.

NG TRACE®

Enterprise Security System

SYSTEM ADMINISTRATION

LOGS AND AUDITS

IM Log List Of STOREDDB

Whole

ICMP EXPORT

E-mail

Date-Time Source

REPORT AND ANALYSIS

| Destination I

Type

USER MANAGEMENT

‘ Server

B  ngadmin Logout

' Up/Down |antents

M (]

HTTP

2008-06-08 00:00:00 192.168.1.103

2009-08-12 11:15:03 192.168.1.107
Ftp

SEARCH

Search

DATABASE

Select Database

EXPORT

Exported Tables

192.168.1.106

192.168.1.101

Skype

JABBER

skype

hahaha

Down 22222222

Up mt.exe

08-2009 NGTraceManager. All Rights

Figure 22. IM Log List

The following information indicates contents of recorded IM log.
- Date — Time: Captured time.
- Source: IP Address of Source.
- Destination: 1P Address of Destination.
- Type: Sub type of IM protocol.

- Server: Name of Server.

- Up/Down: Upload/Download.

- Contents: Message text, file name.

Filter IM Log List by Date-Time, Host, and Page.

19



2009-11-1300:00 (Y [l Enter hostip or name [l 10 Per Page

Figure 23. Result Filter of IM Log

* [EXPORT]
Export the IM Log as CSV file.

When receiving the following message, click OK, then ICMP Log
is exported as CSV file.

Microsoft Internet Explorer

\‘.:) Are you sure you want to export the filtered result ?

[ OK ] [ Cancel

Figure 24. Export message.

415 HTTP
Display list of stored HTTP Communication Logs in selected DB.

20



B  noadmin Logout

NG TRACE®

Enterprise Security System

SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

LOGS AND AUDITS =
HTTP Log List Of RECENTDB- 192.168.1.144
Whole ¢
ICMP EXPORT 2009-11-1300:00 (Y |l Enter hostip orname |l 10 Per Page
E-mail
Date-Time Source Destination ‘ Method | URL
M
2008-11-20 192.168.1.88 192.168.1.144 GET http:/1192.168.1.1 php?img
HTTP (V) 15:06:47
File Transfer 2008-11-20 192.168.1.88 192.168.1.144 GET http:/1192.168.1.144/ s file/view ?path="%27ngt_lelxKk_filePh...
15:06:37
SEARCH 2008-11-20 192.168.1.38 192.168.1.202 GET http:/1192.168.1.202/report/Reporticontents ?proto=48id=9745
15:08:22
Search
2008-11-20 192.168.1.88 192.168.1.34 GET http:/1192.168.1.34/mysois
15:04:40
DATABASE
2008-11-20 192.168.1.88 192.168.1.202 GET http:/1192.168.1.202/report/report/?proto=4
Select Database ¢ 15:03:51
2008-11-20 192.168.1.88 192.168.1.34 GET http:/1192.168.1.34/mysois/
EXPORT 15:03:39
Exported Tables 2009-11-20 192.168.1 88 1921681 34 GET hitp:(192.168.1.34index.html
15:03:38
2008-11-20 192.168.1.88 192.168.1.202 GET http:/1192.168.1.20 4
15:03:11

2009 NGTraceManager

G Trace v1.0 h100 Rails 2

Figure 25. HTTP Log List

The following information indicates contents of recorded IM log.
- Date — Time: Captured time.
- Source: IP Address of Source.
- Destination: IP Address of Destination.
- Method: HTTP method.
- URL: URL of visit web site.
- Cookie: Cookie information.

Filter HTTP Log List by Date-Time, Host, and Page.

200911130000 G 10 Per Page

Figure 26. Result Filter of HTTP Log

* [EXPORT]
Export the HTTP Log as CSV file.
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When receiving the following message, click OK, then ICMP Log
is exported as CSV file.

Microsoft Internet Explorer

\ ? ) Are you sure you want to export the filtered result ?

OK ] [ Cancel

Figure 27. Export message.

« [DETAIL]
View detailed information of HTTP Log.

B  ngadmin Logout

NG TRACE®*®

Enterprise Security Sy

SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

LOGS AND AUDITS

HTTP Detail
Whole
ICMP BACK
E-mail
Classific Contents

M :

Date-Time: 2008-11-2015:03:11
HTTP ©

Source Address: 192.168.1.88
File Transfer

Destination Address: 192.168.1.202
SEABCH Method: GET
Search

Cookie: _source_session=BAh7DDoPc2Yzc2lvhiSp ZCIOTRIOTIZZGF]Y 2MxY 2NiNZVINZRIY TMyMT ZjNz AwNDESFG1 vhmlOh3Jh3B0

aWBuc3sHOg1 wZXJfcGFnZTABCKBhZ2UwOhhoaWdoX2ZphHRIcISvcHRph25zex A7 Bz ABDWIfAGFy Z2V0MDoMb1 Sjicmi0aTABD21y

DATABASE bmiDb3JfaWQwOgxvX3Byh3RvMDsIMDoLb1 Suyw1
Select Database Cortent Type: textitml; charset=utf-8

URL: http:/192.168.1 X
EXPORT

Information: HTTPMVebdaviOther: The client host <192.168.1 88> was tried to connect to or get . Result code: hitp#1.0| 1.1 200:0K Response.
Exported Tables

9 NGTraceManager. Al
0 b100 Rails 2

Figure 28. HTTP Detail

41.6 FTP
Display list of stored FTP Communication Logs in selected DB.
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n ngadmin Logout
NG TRACE®**
Enterprise Security Syst
TTErse Seoncly System SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT
LOGS AND AUDITS -
FTP Log List Of STOREDDB
Whole
ICMP EXPORT I 1902-01-08 00:00 E3 Wl Enter host ip or name 10 Per Page
E-mail
Date- Source Destination ‘ Protocol 1 URL ‘ Co d l Arg
M Time
HTTP 2009-11-19 192168177 192.168.1.103 NFS nfs:/192.168.1.103 ACCESS Josi-utils.c
18:53:58
flelransiey o 2008-11-19 192168.1.77 1921681103 NFS nfs:/M192.168.1.103 ACCESS !
18:53:37
2008-11-18 192168177 182.168.1.103 NFS nfs:/192.168.1.103 ACCESS Jfcentos5.1 server
SEARCH 18:53.37 setup pdf
Search
[ 2009-11-19 192168177 192168.1.103 NFS nfs:/192.168.1.103 ACCESS Isystem-config-bind-
18:52:04 403-4el..
DATABASE 2009-11-19 192168177 1921681103 NFS nfs: /19821681103 ACCESS !
18:52:02
Select Database
S 2003-11-18 192168177 192.168.1.103 NFS nfs:/M92.168.1.103 ACCESS fest0
18:51:03
EXPORT 2009-11-19 192168177 192.168.1.103 NFS nfs:/192.168.1.103 READDIRPLUS Restd
18:51:03
Exported Tables
I 2009-11-19 192168.1.77 192.168.1.103 NFS nfs: /1921681103 ACCESS Aestl testO0Mew
18:50:57 Folderisaala..
2009-11-19 192168177 192.168.1.103 NFS nfs:/192.168.1.103 ACCESS festt testOOMew
18:50:56 Folderisaa
2009-11-19 192168.1.77 192168.1.103 NFS nfs:/M92.168.1.103 ACCESS Aestl estOOMew
18:50:55 Folderiaa
Displaying 31 - 40 of 407 K< page 4 ofgq >

Figure 29. FTP Log List

The following information indicates contents of recorded FTP log.
- Date — Time: Captured time.
- Source: IP Address of Source.
- Destination: [P Address of Destination.
- Protocol: Type of file transfer protocol such as FTP and SMB
- URL: URL of visited web site
- Command: Request command.
- Arguments: Information of communication file.

Filter FTP Log List by Date-Time, Host, and Page.

2009-11-1300:00 B 10 Per Page

Figure 30. Result Filter of FTP Log
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[EXPORT]

Export the FTP Log as CSV file.

When receiving the following message, click OK, then ICMP Log
is exported as CSV file.

Microsoft Internet Explorer

\ ? ) Are you sure you want to export the filtered result ?

[ OK ][ Cancel ]

Figure 31. Export message.

[DETAIL]
View detailed information of FTP Log.

B ngadmin Logout
NG TRACE™

Enterprise Socuriiyfyatens SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

LOGS AND AUDITS 2
FTP Detail
Whole
ICMP { BACK
E-mail
CI‘assiﬁp Comems

Protocol: SMB
HTTP

Date-Time: 2008-11-20 15:44:54
File Transfer ()

Source Address: 192.168.1.88
SEARCH Destination Address: 192.168.1.33
Search

URL: smh:/192.168.1 33/Test_Planfest _file txt
DATABASE Command: File ReadiCopy
Select Database Arguments: Rest_file.txt
EXPORT Information: File Read, FID : 4000
Exported Tables

2 NGTraceManager. A

NG Trace 1.0 b100 Rail

Figure 32. FTP Detail
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Console log could be shown slowly about large file.

4.2 Search

Search the audit data stored in stored Database by keyword and prot
ocol.

ﬂ ngadmin Logout
NG TRACE®’

Enterprise Security System

SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

LOGS AND AUDITS -
Search Audits
Whole ¢
E-mail
|_D | Ti_me J Source | Destination I Frotocol | RLI|B | ]nfo

9421 2009-11-18 16:24:09 192.168.1.77 192.168.1.88 E-mail Ayt

HTTP ¢ "pak " send a mail to "ri@mail kcc.com”
view more
Eila Transfes, i 9422 2008118162445 192168177 192168188 E-mai Audt
“pak " send a mail to "ri@mail kec.com”
view more

SEARCH

9423 2008-11-18 16:26:40 192168177 192.168.1.88 E-mail Audit ¥ 3 i K@mailk

“root " send a mail to "pak@mail kce.com"

Search (+) view more

9424 2009-11-1816:27.09 192168177 192.168.1.88 E-mail Audit
DATABASE " send a mail to " view more
Select Database
EXPORT
Exported Tables

2 NGTraceManager. /
acey1.0 h100 Rails 2

Figure 33. Search

Input the keyword, or select the protocol and press d

4.3 Database

Display Database list that connect to System.
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B ngadmin Logout
NG TRACE®

Enterprise Security System

SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

LOGS AND AUDITS

Select Database

Whole {

ICMP [

E-mail \

Database Type I Database Name. IP Address.

RECENTDB ngtracerecent_dev 192.168.1.104
HTTP

STOREDDB ngtracestored_dev 192.168.1.104
Ftp L

ARCHIVEDB ngtracearchive_dev 192.168.1.104

SEARCH

Search

DATABASE

Select Database 0

EXPORT

Exported Tables L

Figure 34. Select Database

* [SELECT]

From database list, select specific database to view stored log in it.
If you select the RECENTDB and press the [SELECT], user can see
Whole Log List stored in Recent DB.
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u ngadmin Logout

NG TRACE®

Enterprise Security System

SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

Whole Log List Of RECENTDB- 192.168.1.104

2008-09-03 00:00 (53 [l All Protocols 2 W Al Target + W AllHosts &

E-mail €
M
2009-03-1500:00:00 | 192.168.1.105 192.168.1.1 E-mail SMTP Audt | 777,72 view more
HTTP [
2009-03-15 00:00:00 = 192.168.1.108 192.168.1.101 E-mail POP3 Log 71777
Ftp [ #
2009-04-21 00:00:00 | 192.168.1.106 192.168.1.101 FTP FTP Audt  stacraftexe view more
SEARCH 2009-05-23 00:00:00 | 192.168.1.107 192.168.1.101 HTTP HTTP Audt  Download Flash Player view more
Search <
2009-06-09 00:00:00 | 192.168.1.103 192.168.1.106 m ica Audt | 72,7272
DATABASE 2009-06-09 00:00:00 = 192.168.1.107 192.168.1.101 FTP FTP Log 72222722
Selectatabase \ 2009-06-09 00:00:00  192.168.1.107 192.168.1.101 FTP P Log | 22727772
EXPORT 2009-06-09 00:00:00 | 192.168.1.107 192.168.1.101 FTP FTP Log 7727772
Exported Tables ¢ 2009-06-09 00:00:00 | 192.168.1.107 192.168.1.101 FTP FTP Log 72727272
2009-06-09 00:00:00 = 192.168.1.107 192.168.1.101 FTP FTP Log 22222222
Displaying 1- 10 0of 23 K< page 1 of3 >3

NGTraceManager. All Rig

4

Figure 35. Whole Log List Of RECENTDB

44 EXPORT
Display exported file’s list.
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B ngadmin Logout
NG TRACE®*®

Enterprise Security System

SYSTEM ADMINISTRATION REPORT AND ANALYSIS USER MANAGEMENT

LOGS AND AUDITS

Exported Table List

Whole

ICMP DELETE ALL

E-mail

File Name Exported Date Filter Caondition

export-fiplogs-20090903213306-1.csv 2009-09-03 21:33:06 Protocol:FTP, From Time: 2008-09-03 00:00

export-ftplogs-20090903213328-1.csv 2009-09-03 21:33:28 Protocol:FTP, From Time: 2008-09-03 00:00

export-ftplogs-20090903213348-1.csv 2003-09-03 21:33:48 Protocol:FTP, From Time: 2008-09-03 00:00

SEARCH

Search

DATABASE

Select Database

EXPORT

Exported Tables (>}

Figure 36. Export Table List

The following information indicates contents of exported file.
- File Name: Name of exported file.
- Exported Date: Exported date.
- Filter Condition: Filter condition of exported file.

« [DOWNLOAD]
Download selected file.

 [DELETE]
Delete selected file.

« [DELETE ALL]
Delete all file.
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